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S but aie expandaUe to hundreds (osually by tiie aid of expansion units or extemsl i^ote I/O 
module^. 

D-Cent^ enabled PLCs may be equi{^ed with comnnxmcation ports enabling lAe direct 

GonnectKm of devices, bar code readers, scales, fieqnency converters, precision positioning 

i 
oicoders and other complex devices for immediate, uninterrupted access. 

10 IK>snP< enabled PLC^ have built-in networidnig cq)abitities in ocd^ to coi^unicate 

ivith each other znd to allow distributed controL WilCo^ architectare and methodology 
introduces PLCs with built-in Wireless support. The wireless networic can be used foj" enabling 
IMTenC^ system control Attentativdy, D-^Cenf^ netwoiidqg can use common Viie based 
physical layers such as Ethernet and common communication protocols sudi as TCP/IIf allowmg 

IS ttem to easily conrnnmicate with hig^^Ievel ^qptications rumm^ on host computa^ (^ ^^ 
accepted networking technologies sudi as DeviccNet, CanBus, or C^ 

The essential requirement to establish a D-CeoP^ready system, is to have a i^oik of 
D-Cenf^ enabled PLCs, ie., PLCs contammg &e software and pperatmg system wit^ certified 
sqipon ft(r the D-Ceid!^^ pcogramming and a 

20 C Il-Ceif» Single Pn^irMiiming En vi^ 

PLC programming today minois Ae worid's software development trendy making 
programming tasks sunpl^ and less time-consuming. Advanced single programming 
environmenfs alkiw easy devekqpment, configuration management, work group 
facilities, and mc^e. The D-Cent^ PLC programmmg environment Mom Aese tr^, based 

25 Qnlhe Intmiational Electro-tedmical Cmmnission 160-1131 standard, ^di certifies Mnguages 
for piogramming PLCs. A D<^™ PLC progranmnng cnvinmment most supp(»^ coimnon 
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5 Since these maduDes a» part of a jwodnctron line flwy need to be synctaoirized 

Thoefoie, in adMoa to dte medumical conpling and electrical power coitnections, 
CfiDoniimcatitm wins need to be oranei^ makiiQ tins tad^ 

The use of Wudtsa Controllere lonoves these burdens by incorporating fi reliable 
wireless link, smqdi^mg aetiq) and configuratioa inodifications. 
10 Accordingly > the pieseiitinvea^ 

L The atchitcctiue and cmfcmta of flic present inyentum allow sbnple and eaq^ 
w^laoaMm of small csaAoA a|)plications based oo a single ccntroQeafi or large 
distributed systems based on tern (Mr even Inmdreds of d^ 

2. Every unit camected to Inputs and Ouftmts (I^ 

IS aodiscapabkofpafimninglogicandprocesnngopait^ 

3. In dthersmaH or large systems, the devdopmentoffteappBcation can be ^ 



concern tor me pnysicai la] 
4. The nseofwrelesscontrottctt eliminates e:q)«i8ivewir^ 



20 5. The ^Bsort inv«ili<m provides a anq)le, Internet-based, easy-to-use an^ easy-to- 

imploDent commumcation mechanism between FIX^s, inchufing infant me8^ging» fik 
transfa; program upload and download, and remote access. 

6. The present invwition provides die abilitjr to web «iable control systems (fijom simple 

» 

home autoination to conq^lex city wastewater xnanagon^) by means of an ^y ""dr^ 
25 and-drop*' wizard ^rfudi docs not reqaire prior wd> design or prc^praram^ knowledge. 
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5 Lastly, fte use of Ihe W*Ax-C<mtarf™ jHatform would allow easy imiriemeatation of 

dynamic qqdkatkwsRqpnibig comectiintoflie'^^ 



10 



15 



20 



25 



Eoas«2 
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h a systm usiog WebAx^^ootrol™ plaifbim, cootro^ 
oofflfflunicate dSncIfy and eaaty vnfli eadi olber, ato bong 
idotflfied and coon&uled by a Wd>Ax-Coiiin)l™ server. 



Hie advaotase of ostog Wiidess ControUen can also be seen using an exaijiple taken 
fiom the industrial worid. b today's dynamic madcet, a modem manufiuturing plant sho^ 
able to qfMiy and dynanucalfy leconfigure machines and other resomces in order ^ produce 
difibieot products and leqioad 10 market demands. During a working day, a ligitt beverages 
bottler, for example, should be able to change flie setup of a production line as reqjiired for a 
^eciiSc product Sodi a diange magr ieqain» pl^^ retocatim of devkes and i^tedianical 
coupling of mad&KS for difietent phases (cleaning, filling, sealmg, labelmg, packa^ etc.). 
Usudfy each marine has its own PLC. 
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S Moreover, die use of Wtretes CoAtoBeis would elimio^ the tnudensom^ cablii^ 

requttenents by replaoi^ cabling with a idiable wiietess tink, mddng both instaltetion and 
fiituK nxxfificatioiis easier 



AirC«ndifioB 
ClinuteCmifavl 








Irrigatio 



In a WUCk)™ systeiQ, c(mtroUm c(mmuDicate vd^ 
an "any-to-any", reliable, wUeless link. 



14 



UT/|Mf61.t 



•I4MIUOAAA 



Case 1 :06-cv-00027-RMC Docupi^nt 46-4 j Filed 1 0/43/OT6 fPage 5 of 25 






of ti» system adds a complete set of I/O coniieetmty vrilii additkxni pioces^ pbws and 



memory. 



Air Condition I 
dimafeContrbl 



r ii 1^ I TT -I n 



^mm 




■MMfUMOi^M 



br^tio 

In a I>-C»!P* cetwozk system, aQ ccmditions are possible: wind 
speed and tempecatuie measured by Ae dimate conbol system 



n»ir rrmiy 



m m nm 1 



Network 
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S needs sndi as nmliMiser and onilti<fHo|ect uses, as well as coopte with la^ systobs bdng 
deagned and propaimned. Tbe present inveittkm includes such a soflware \Ml called 
Visilxigit^ wfakdi is used to create coiApI pngects for D^^ 

Using die present invention, flie qipUcadon is planned as a whole, as if a centralized 
system was oaed. AfierpbrnungflKContiol tads, the VisiLo^c^ software tool is use^ to write 

10 the PLC control code (the actual logic, coded m Ladder Diagram or oBier accepM PLC 
piDerammiiv laiq^iages) and Oe idated HtkO lequned (Honm Macldne Ini«&ce - 
pand'sdiipl^ and finctioii where iqq^licable). A]lsy8t«nii9Dt8andon4ral8(I/08)arpd^ned 
uang syndwlic nunes, with 00 regard to the pl^sical layiwt and tiie actual connection. 

Forexangde: 
IS ■ jfairtQlildieS^iisw'iqResentsaidiotDc^ 

I 

nunberl 
• EndOfLaieSmor represents a pboto cell pl^cally connected to input number 3 of PLC 
numbers 

20 The programmer uses only fijese symbols without knowing at fius stage ho^r ft^ are 

connected. In an ilbstrative language: 

I 

IF EtdOfUMSensoT 

AND)<)OT SHxriOfiJneSensor 
THEN SiopMotor 
25 In Older to comply with modem programming tedmiques and the need to (fodo large 

programs* the use of fimeiioiiB and subroutines allows selective iq>etitions of code beootion. 
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akmg wifli ofter vwiiie tednuiues reqtnnd in a fsbftoted enviioranent wch as symbolic 
indexed I/O (\.9., PiiotaSfewwfil, where i is resolved either during compilation pr during 

nntiiiK). 

Anotha spedfic fiature of a D-Cait™ PLC programming mvironmait, is to allow the 
designer or programner to aped&ally designate a part of tin code to ran on a qi^ific flC 
wiftin die netwcMk. As described later, &e DeCentralizct™ compiling engine autbmatically 
pofiMms the tuk separatkm in an optimized nuomcr, however b certain cases, th^ designs: 
needs to control ttis fimcti<m lor pecfonoance or ofiber reasons. 

h a D-Col?" system, Acre is aneed at a ctttain stage to tie Ote logical an^ physical 
worids to one working systam. A IKteirt™ Networic Configurator is a software tpol within 
VisiLogic™ software tool for the D-Cenf™ system that is used to define the actual la|roiit of the 
controllers network. All PLCs m the system are defined, along with their actual VO ainnections. 
Agiif^cainsainterfiMisuaedtognphicalfydiawaeneiwodcasdittcoi^xjneiits. Ihisis 
the mapping that links the symbolic names of VOs used to program the applicatu^ 
physical world of the netwcnk of PLCs and connected I/Os. 
D. TheDeCentnUzer^CompOerltogiae 

The most challenging part of the D-Cent™ model is its DeCentraliaer™ engii^e, the main 
pupow of vriudi is to seamlessly transfbnn fiic sir^gle applicatioa program wriittW fiv a D- 
Cmf"* system, into decentralized code, i.a, indqiendent code to be executed in eadi PLC of ftie 

aetw<Hk.. Sevend louses are being executed: 
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9 Optimization 
• SimuMon 
t Finalization 



t Run Synchronization 
10 The DeCentratiztt™ conpler engine examines the PLC piogtm and th{& n^wostk 

configuration defined witii VisiLogic™ software tool and then compiles the PL0 program. 

O»q>ilation includes ff&mag all die idevant jmgram tttfonnaticm» pai^ it» noA 

i 
transforming it into a machine^eadable interniecfiate fima 

During file Sqwration phase, file DeCeotratizer™ con^ 

15 of the code will be executed by which PLC and vM infimnation will be transferr^ over the 

networkbetweentfaePLCs. M this stage* a complete distributed system is created o^ 

piogram. 

In its Opfimizatioa phase, fte Decentralize™ conq>ik^ 
required code is executed in each PLC and only required infi)nnati(m is transfeixei Anotho* 
20 goaloffiiisphaseistobalancetiiewoilcknidbetweentfaeFLCsasnn^ 

The main challenge of the sq)aration and optimization phases is the need to "t^detstand' 
(he applicalioD in a way Ifaat will allow antoniatk; breakdown of ifae code is|o separate 
independent (but synchioaized) code for each PLC. The DeCentralizer'^i compiler engine 
algoriflons handle audi cJudkoges as sharing con^lex vaiiables (flags, "memory bite" or odier 
23 types) between tbe PLCs, handling the difierence of SCAN TIME between the P^ 
synchronizing out|Nit8 (riiyncally connected to iaScmA PLCs. 
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programming laagpages. ^^^m^m^m^^'^'^''^ ''^'^ 
^^.^m^mmn.^^^^S^^^l^^^i'^ Therefore, ft^ initial 

procesang stage of IheDeCcrrtrafe^ 

programnung lai^uage used. 

1. iOTe*IAiialy»li(Sc«iinlng«"^Screa«iiig)FI««« 

Thissd^eisuscdfotcompilinghii^levellangBagesCsudiasC). Durii«tos|age.1he 

DeceatraHxer™ compiler cr^n^lstheprog^ 

and performs severe additiooal screening tasb. «Kh as e&^ 

te^b:yw«ds.standardi^ tteoutpatofUris jtageisa 

-tol«nized-ptogram.le..ti«programtextist^ 
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E. BdhiiidtheDeCciitnlzei'MCoiBpUa'Eagise 

As pievkwsly expluned, fbe laost doUengmg part of tte 
DeCoitnlizer™ c(Hnpiier engine, h onfer to seamlessly transform a single application program 
written for a D-CeaP* netvNsk system into decentralized code (i.e., independent code to be 
execided in eadi PLC of Hk networiL), Ae software engine has to "understand" the plication 
andsqNvatBit. 

The core tiftat DeCenttalizer™ cooqnler «#» is a omlti-pess comjnling ea&as M 
leads Ae iqnit prograni, proeessei it, and creates die ou^ut code for each PLC in the netwoik. 
Thae ate sevoal tedmiques for iinplenie»ting the DeCentralizer™ conpiler en^ne. The 
Mowiog pangiqto diow one qwdfic meAod iiAudi dmonstiates die common lopQ. 



Progrfim 


► 


Compiliog 

Rngine 


— ^ 


PLCs 
Code 



The DeCcntralizer^ ccm?tt 
the pievious stage azid shffled data sbuctinfes as dq^^ 
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5 ,teSta.te»1*«i'"1»W..»*»t*dtelh.«-"«^ 

10 anal system is ever built 

W«atbc«pplic.tiottiste«bfand«i«iA^ 
spedfic code of eadi PU; to a» final to required by the hardw^ 

TheI>owBk«lphaseacteaIlydowrio«Js«^ 
PLC. Thed«mnloadproce«doe8m,tintemq*thewotkofaaa^^^ The new program is 

15 ic^-n^.r.mocrom^^^^^f^^^^^''^^'''^- An in^KHtaat feature 
ofthedownloadph-seisfeeabiUtytokeeprecordsofeachdownloadwithiato 
lK«t ««d for i«>g««nl«g and downk^linfr As a result. unanflKmzed do«^ 
pwhibited, and electronic agnatores are created and rnai^^ 
(rcq»iiedfebetlerc<»figar.tionin«»g^IH^ 

20 FDA CFR21 part U). 

Finally.M*«thci«wapplic..ionisd<mnloa*^ 

i^^or other mediaCataskthatmaybetimeconsurmnge^ecW^^ 

progr-rnned). a Run Syr^hrorrizaiion process « ^ 
activePU)..swaptheac.iveprogr«ntothenewo«e.aDdeifl^ 
25 start the PLCs in apredelined start sequence. 
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5. Initial Mapping Phase 

The Wtial Mapping pbw rf fte Decent^ 
decision taWe. vWd. vfll be u«d later to detenmne which PLC «^^^ 
mapping the physical I/O connected to each PIX;. For this purpose, several data structures aie 

used: 

A Configuration TaMe is defined by the user, either graphically: 



IS 




^ j^iw. K-Jjuai • tii ■ ■ '" ^' '■*^'-' 't,'lj . » i T T* rr .i 



PLC 
A 



inr 



1 2 3 





3 

^t^ 



Or textually in a simplified tebk: 



liOmim 
or name 


Pliysicai 
PLC 
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5 ^^a,Ax-CoiitiDn"8enr«oaeeitli8rpiiMfc 

. PubHcW^M-Comnrf^Seiver -A system cstabli^ 

^^^,..^^^A^<^^-^^- 11- -of the serve requires 

. WvtfcSen«-AWd,Ax.Co«lroI™Sm^ 
10 patty for private use. 

toc«dertouseaWebAxHC««troF«Ser«^ 
ge^ilsunicpcID. Regis.«.io.ispcdarrnedfln^fl«weW^ ^ 

iolEr&ce allows: 
15 • Administratiou(Regi8tra1ion^^ 

• Administratiott of clients' profiles. 
. MMMm >i «M^ «> <«^ "^ (^ '^ '""^ " 

' CI 

. A4mni8tiatiooof«kMm(8eebekw)«^ 

Tou8etheiiiterfece.theu8erinu8tberegi8teredandauth^ 

E. WebAx-CoiitroF«Ad«W)BServlm 

J5 «.b.«aa,«»W««g.«*J»«'««I»*«*"«"- S«*w1i<#<»<»*" 



3^ Ur«24l6lt 
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5 fl«WebAx.O«tot«cUetfmbeinstriW 
inadesigiiedsystem. 

p,edrfnrt,k»«.Mya(atei«tilic«P<i«*-«'^'- 

A., »*« o»«l *«« (te «to) W «^ <• "— ^ '^ "^ "^ 
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A. HIgliBfW* 

•j^ -. krfmut-based commTmication ptatfotm fci 
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daigiwl to be BMdliy «>*•'*»«*'*' '»«^'™"" 

,.,^to»— * W*Ax*«..^.a-(«*l..»e*»*«'I^) 



„^ ,^to 0*. «*« (-A «.* SMS «»*. «c.,, .,- 00*0. 

i 

program Astribotkm. 
. »,o--to»«».Wd^-C<-»I«pW».'««>»'«^<"*''*'^ 

reqioiiesan 
B. WebAx-C«itror™CII«t 

A Web Ax-ConhoF* cUent is a wftware cow 
,«^to«to«.vi». AW*Ax<i«wr-*«"»'»««« 

betncloded 



tlMrt weds to wfflde in any conitol element 
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5 Bhieiooth™ schematic diagmm below) 



statisdcally lowers tiie 



10 



aUows cocaaiwce of multiple stotioDS in the ne^ 
, andincreases network security. 
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ui v» va v* 



nrtwwk access and iw* fl» cnto netwo^ 

MESH«.poto0«l»..v.fl«c»«plof««^ U*1taSrAKtop.lW.««»»» 

WANs, like«K tatcmet, employ meshwuting. 
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TT« pr^ared ta^aentefion of WaCo™ ^less ^^^^ 

. j._iM~,Mns Media Ubiialo*d<Kl»il*>Sy*'' 

^slait » shorn in 4e "bw dapm, fcOTlMig Mil « inwa "» i»«~~ 

0™«™h«d»olog,..r,lCo™PU:«»»l"4»»ive,»s«8-.l«h."«* 
,,.«.*. WK;.™ PU; also ««c«o« «. r»*r «rf <«. «J«' -^^ 

^™«,^*«Mo««a.«l A «*««* U *«--*» i«w -«• 
system. 
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5 Most of ftetadBperibnned by flaUrittJ Analysis phase m be ski 

graphical (GUI-4»ased) programming enviiomnent. such as VisiLogic™, for programining in a 
syniboficlaiigiiagB,filM Ladder Diagnims. lliis is because the user is forced to use predefined 
gr^cal donaits fiom a bIvoi lisL 
2. Syntax AB«Jy8b(P«nliig)Pli«e 

10 ThU* stagp leads flie sequence of toiains (the "tokenized" program), boikls «n abstract 

syntax tree, reports as many as possible syntax errors, and, when possibh^ diagnoses an^ 
syntaxemns. The oolirat of flas stage is an abstract syntax tree, which is a da^ 
representing the parsed program in terms of categories such as "declaratu^^ 

'ejqxesaans,* etc. 

IS 3. Semantic Analy^mase 

Tlie Semjotic Analysis stage reads flie abstract syntax tree, reports semantic pnors such 

as undeclared variabks or type mismatdies, resolves the usage of variables, and adds attributes 

I 

to die abstract syntax tree. 

TT»e stages described above are considered basic wth respect to compiling ^ecta^ 

20 Tliey are only pwequiate steps which are required before the Separation phases of the 
DeCenlializer™ compiler en^ne, described bdow. 

4. Dependency Analysis Phase 

One of the challenge of te DeCentraHzer™ compUa engii* is that it omst >dewtand" 

flieprogrambefoieseparatmgtastotoififfisrentPLCs. Afintlevdofsuch-understiBMliog-was 
25 performed in the previoos Semantic Analysis stage (by resolving usage variables, defi^ 

of variables, etc.). Tlie Dependency Analysis stage checks the dependency of ([ontrol logic 
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For acan^le in a piogFam: 

IF EmKHUno \\^^^ 

THEN StopMblor C,a'^ ^ 
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I 
IF StopMotor 

IHEN RoAigM 

Or in Ladder Diq^wn finnu 
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Both representations have a data stroctue tbat links each U^ 
(spedfic PLC and specific address in fte PLC). A Control Statement Weigliting Matrix 
(CSWk^ is buifttoserwasthemaindecisiontableforthe ''Decentralizing" process. Attheend 

of fliB entile compiling process, each program stetement must be executed in a certaifl PLC on 
ftenetwnk. TlieCSWM holds oiieiaslance of this matiix per statement for each PLC in the 

iNiwQit, as 8(ton8&id]y dqscled m Ibe fiag^m below: 



15 



20 



25 



30 






I 



K 



r 


PLC 


Cittaria 


Whw 


Wsiglitsd Score 




1 


Inputs 








Outputs 








CPU Usage 








Memory Usage 








Ccfflmunkatian 
























Total s 


icoial 








V. 


PtiC 


CrHsrIa 


Valoa 


WaioMsd Score 


1 

i 

N 


Imxits 






Outputs 






CPU Usage 




* 


Memoiy Usage 






Communkafion 


















Total 8core| 1 
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Each instance holds information about the relevance or coupling between a specific 
statement and a specific PLC, based ofsevwalWndmg criteria. Examples of such critaiaffl« 
• Inputs -how many physical inputs of the specific PLC arc bt&gieftwed to in the 

statement being chedoed. 
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. OutpBts- how iBany physical oiilimte«>ffl«sp^ 



. a^UUsagp-howmucbCPUiisagedoesthfaslatema^ 
. MemoiyUsagB-h(wmw*iiwmcHydoe8to«5tete^ 

• Conimiimcatkiii-howmuA 

' ifcxecutedm this specific PLC 

The Mtial Mapphig pass luns <w» att statemc^ 
tabte) a (SWMtabtefe each ccmAiiurtiim of Statelier This is a simplified version of 
ftepiDcess. MoptinuadimJcesshaiMsCSWM tables oriyferelcv^ 

Statemeoi^PIjCB. 

6. Initial WeightiBg Phase 

FoBowing flie creation of CSWM tables dnihig the previous pha^ 
process Uperfimned. TTris pass runs over teCSWM tables and nutos an faritialassig^crt 
e«)hstatementfore«*FLC. to order to do so, a predefined Wd^ Table is used, -^table 
8pedfie8thcwei,'**"*''«*««««tioncriteriamtheCSWM table. Forexan^le: 



CrHeite 



Inputs 



Outputs 



CPUusaflB 



Weiflht 



5% 



55% 



10% 



MennorvUsaoe 






10% 



20% 



to to sample Wdi^ Table, if an output reSsrred to within a stateincrt 
connected to the specific fix; it has high weight of 10, suggestmg that this s^ 
executed in this Pia iTie taitial Waging phase mnWpUes each vahie (pount^ 
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5 previous step for each Statanent/PLC comlnnation) by Ae predefined weight of ttie specific 
criteda, dien sums the results to form a total score for each Statement/PLC combination. 

By the Old ofdiis phase, an nutialPI£ assignment table is ota^ Every statem^t mil 

be ^ecuted in tiie PIX; fix which the CSWM table got the higM 5^ 
7. Syschnmizfltiott Phsse 
10 The Synchronization phase detects missing logical Imks based on the imtial PLC 

assignment, and 1h^ refines the PLC assignment During this stage, die PLC assignment table 
and die cross reference dependency table are analyzed, and *'gkiiiigr statemoits (or fphantmn" 
statements) are added in order to mirror infoimation required by 6epe^cn\ statementi$ that were 
divided betwecQ mnbqde PLCs* 
IS 8. OptimizatioB Phase 

At this stage, optimization is required to increase effidency of the sy^ 
time of each PLC, decrease space requirem^its, and balance Uie workload In dtis pass, specific 
de-centralizer optimization tadcs are p^onned by several means (based on fiirther analysis of 
d» CSWM and odier pteviottsl^ described tables) induding: 
20 • Combining data that needs to be mirrored between detached PLCs in order to minimize 

communication. 
• Movmg non-critical code from busy PLCs to less busy PLCs, provided that score is not 
much affected (tise busyness of a PLC is determined by an mdex computed by 0ombnmig 

total CPU usage and niemcN7 usage of all statemeitfs assigned to one PLC). 

I 

25 • Partially renmnii^ die Mappii^ Weighting, and Synchronization phases iii order to 

assess &e changes proposed by (his phase. 

UT/B1416K1 
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5 hadditkm, general ccmipileroptinuMtM^ 

• Mwdrinehulepeiidfiottnmsfimnatiw^ 

ofinelesBcode). 

• Macidne dependent tansfiwnations (eg., improve mapping onto macJane, replace Costly 
operation wift cheaper ones, replace sequence of instPKtions v^ 

10 . Such techniqnesiodnde loop mirolling.fiKtoringk)opinvm 

9. CodeGeaeralioBPlMie 

For each PLC, a Code Genewtion phase is executed in oider to provide loadable Code - 
sequences of machine operations that are semanticaUy equivalent to the intermediate 
representation of statements previously treated hy the compiler. This includes instraction 
15 Bchednling (reordering the produced operation stream in order to minimize pipelme^s^ 
exploitlheavailablein8trnctionlevelparBlleli8m).iegi8terallocalion,etc. 

^ WlpteiCantrollen 

A. Highlights 

. A Wireless Controller is a Prognmmi*le Logic Controller (PI£) with embedded (bm^^^ 

20 in) short range radio ccnnmnnication. 

• The Wireless C^onlroller is a self<ontained device that docs not require a^^ 

transcdver or RF module, and/or any odemal antenna. 

• Some Wireless Coolrollffapptications may require the use (|f an external ant«ma&r 

inoeased range. 
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5 • A netw(dc of WirdossQMtrolkrs use a reUAle wireless link to replace the cxpp«^ 

commimication iriring uaiailly connecting PLCs, ia order to share data, signals, 
communicate wilb sensors, coninninicate with hosts, etc. 

• The wirekas M can be based on vaiiouB tecfaaologies mcluding, but not limited to. 
spread spectrum commimication usmg KM Cmdustrial, scientific, and medical) fi^juency 

10 bands. 

• The piefiaredwiidessMifflplementati<m utilizes a mesh network topok>gy,wifl^ 

nganiztng capabifities. Such impkaneotatioa can use MIT Media Lab patented 
technology (U& Fat No. 6,028,857). 

• Ease ofnistallation,flcribaity,scalabi% and high reliabiHty are ^ 

i 
! 

IS ^TuelessControllas. 

B. ThcWirekasConlronerTcelnology 

An RF module (radio ftequency electronic drcuitfy) in integrated in each WilCo™ 
wireless PLC, along with a built-in antemu. The RF module is mtegrated in the same hooasg of 
the PLC and m certain cases even sharing the same electronic printed circuit board (PCjB) with 
20 the "standard* PLC nicuitry (processor, monory, I/O). 

The embedded RF module uses a license-fiee ftequency band such as an ISM (ipdustry, 
medical, sdeotific) band, hnpkroenting a publicly accepted communication standard such as 
Bhietooth™, IEE802.11 (a/Wg), agPeei™ or others. 

to order to provide a better signal to noise (S/N) ratio and to reduce the probability of 

25 interftreoce, a spread spectrum technology is used based either on the "direct sequence" or 
"ftequency hopping" techniques. Frequency hopping, for example, (as demonstrated in the 
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